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1. %% SonicWALL Bk, #EA System->Status 1
2. Hiik App Control U435 ] IE

Security Services

Service Name Status 3
Modes/Users Licensed - Unlimited Modes

55L WPM Modes[Users Licensed 2 Modes (0 in use)

Wirkual Azsist Modes/Users Licensed 2 Modes (0 in use)

WP Licensed

Global WPM Client Licensed - 1500 Licenses {0 in use)
ZF3 {iZonkent Filker) Mok Licensed

Client AV Enforcement Motk Licensed

Gateway Anki-Yirus Licensed

Anti-Spyware Licensed

Inkrusion Prevention Licensed

app Contral Licensed

App Yisualizakion Licensed

Anti-Spam ok Licensed

WigPoink Motk Licensed

DPI-55L Licensed - Client/Server

&£ X_Match Objects

1. # A Firewall->Match Objects il

2. riili Add New Match Object il

3. WEXNZELF, 7£ Match Object Type Hi%# Custom Object, £ Match Type
Tk $E Exact Match, /& Content H i A\ w22 fR A i U8, filifiid ) Add
F s nE] List o



SONICWALL> | Network Security Appliance

Match Object Settings

Object Mame: Streaming Content Type

Match Objert Type: | Custom Ohbject ¥ )

Enable Settings O] offset Depth Payload Size:  Min Max

Makch Type: Exact Match b )

Input Representation: @ alphanumeric O Hexadecimal

Content: LElw Add

List: . Mpeg Update

Fiemaove
Remove &l
Load From File
[Ready
0k, Cancel Help
BT PUASE AR A, BRI DLAME AT
Media-Type Description
vedio/ mpeg MPEG-1 video with multiplexed audio; Defined in RFC 2045 and RFC
2046

vedio/ mp4 MP4 video; Defined in RFC 4337
vedio/ogg Ogg Theora or other video(with audio); Defined in RFC 5334
vedio/quicktime | QuickTime open media format
vedio/webm WebM open media format
vedio/x-ms-wmv | Windows Media Video; Documented in Microsoft KB 288102

wE WAN #2177 7%
1. # A\ Network->Interfaces 7
2. riili WAN £ 104417 Configure

3. 7 Advanced i£Ji, J5 /1 Enable Egress/Ingress Bandwidth Management,
7t Available Interface Egress/Ingress Bandwidth i A iza & it i 5




SONICWALL> | Network Security Appliance

General Advanced

Advanced Settings

Link Speed: Auto Negotiate N

® Use Default MAC Address: 0017:CE1A410D

O Override Default MAC
Address:

Enable flow reparting
[ Enable Multicast Support ™

[ Enable 202, 1p tagging

RedundantfAggregate Ports MNone v
Interface MTI: 1500 A

Fragment non-vPH outbound packets larger than this Interface's MTU
O Ignore Don't Fragment (DF) Bit

[ bo nat send ICMP Fragrmentation Meeded for outbound packets over the Interface MTU

Bandwidth Management

Enable Egress Bandwidth Managerent

(Koo ;-‘?\railable Interface Egress Bandwidth 1024.000000

Enable Ingress Bandwidth Management

(koo ?vailable Interface Ingress Bandwidth 1024.000000

& X Action Objects

1. ¥EA Firewall->Action Object 7
2. iili Add New Action Object #%4]

WE N %R LR, 7£ Action ik $ Bandwidth Management, ji /il Enable

Outbound/Inbound Bandwidth Management, g & #H M 45 - iE S 8, A
Guaranteed Bandwidth HIffiF45 %, Maximum Bandwidth Bl s ki se, #fynf
PLEF kbps 5% Mbps, 7t Traffic Priority it #0564, 0 Realtime {3 5L}

N7 =N
/TN==N



SONICWALL> | Network Security Appliance

Action Dbject Settings

Action Mame: | By Throttling

Action: Bandwidth Management »

Bandwidth Aggregation Method: PerPolicy +

Enable Outbound Bandwidth Management

Guaranteed Bandwidth: 0 Khps +
Maimum Bandwidth: a0 Khps +
Bandwidth Priority: 0 highest v

Enable Inbound Bandwidth Management

Guarantesd Bandwidth: 0 Khps «
Maxdimum Bandwidth: a0 Khps +
Bandwidth Priority: D highest »

[ Enatle Tracking Bandwidth Usage

75 n App Rules Policy

1. # A Firewall->App Rules 7
2. JiH Enable App Rules, :iili Add New Policy #4l

Firewall [

App Rules

App Rules Status

App Rules Status

App Control License Expiration Dake;

App Rules Global Settings

Enable App Rules: |
@Elobal Log Redundancy Filker (seconds): |0

App Rules Policies

View Filker:  Palicy Type: | All b
0 # Hame + Folicy Type Ohiject Action
Mo Entries

| A,dd Mew Policy

071312011

Source

Deskir



3. WHEIKMLFK, 1t Policy Type 1%+ Custom Policy, 7£ Match Object ik#*
Streaming Content Type, 7t Action Object %\ BW Throttling

SONICWALL> | Network Security Appliance

App Control Policy Settings

Palicy Marne:

Policy Type:

Address:

Service:

Exclusion address:

Match Objeck:

Action Object:

Users)icroups:

Schedule:

Enable flow reporting:

Enable Logging:

Log individual object

content:

Log Redundancy Filter

(seconds)

Connection Side:

Direction:

YREY

1. &% http://www.youku.com, FTH—/Hisi,

Block Stream

Custam Palicy i
Source:
Ay | Ay
Ay | Ay
Mane i
Streaming Conmtent Type b
B Throttling bt
Included:
All
Abwans on b
O
(]

| | Mone

Use Global Settings

Client Side hd

® gasic O pdvanced

Fram: |Amy

| Ton | Ay

{3 App Rules g CL4 UL AC SR

Log Yiew
#  Time _
1 07042011
2hLiETE1052
o 07042011
zlieTilt 112
5 07042011
21:26:153,125
4 07/04§2011
21:26:14.432
5 07/04§2011
21:25:30.128

Priarity

Motice

Alerk

=

Motice

Alert

Cakeqgory

Metwork
ACcess

App Rules

App Rules

Metwirk
Arccess

App Rules

] Refresh Interval (secs) |qo

Message

Web management request allowed

App Rules alert: Paolicy: Block Stream, Actian Type:

Bandwidth Management

App Rules alert: Paolicy: Block Stream, Action Type:

Bandwidth Management

Webh management request allowed

App Rules alert: Policy: Block Stream, Action Twpe:

Bandwidth Managament

Destination:
w
-
Excluded:
w

Source

192,168,165.1,
2856, %0 (admin)

192.168.168.1,
2518, %0 {admin)

192.168.168.1,
2791, %0 {admin)

192.168.165.1,
2679, %0 {admin)

192.166.165.1,
2614, ¥0 {admin)

7t log->View 2 HILLLMME B,

Items per page |50 Ikems |4

Drestination Mokes

192,168,168, 168,

80, %0 TCPHTTR

119.188.0,133, 20,
b3

119.167,222,19,
a0, ¥1

192,168,168, 168,

TCP HTTP
&0, %0

60.217.253.12, &0,
%1



